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Via electronic filing: PrivacyWorkingGroup@mail. house.gov

April 7, 2025

Rep. Brett Guthrie Rep. John Joyce, M.D.

Chairman Vice Chairman

House Energy & Commerce Committee House Energy & Commerce Committee
2161 Rayburn House Office Building 2102 Rayburn House Office Building
Washington, D.C. 20515 Washington, D.C. 20515

Re: Comments in Response to House Enerqy & Commerce Committee
Privacy Working Group RFI

The American Vehicle Owners Alliance (AVOA) is a coalition committed to
protecting vehicle owners' rights to access and control the data generated by their
vehicles.* AVOA appreciates the opportunity to respond to the House Energy &
Commerce Committee Privacy Working Group's (“Working Group") Request for
Information (“RFI") to explore parameters of a comprehensive federal privacy and
security framework. AVOA believes vehicle owners' access to and control of their
vehicle data is fundamental to privacy, putting control back in the hands of the
owners rather than manufacturers and other third parties.

1. Addressing Vehicle Data Access and Control as Part of Comprehensive
Privacy Legislation

AVOA is concerned that automakers are increasingly restricting vehicle owners'
access to and control of their vehicle data, which raises serious challenges for
consumer privacy rights and the digital economy. As such, AVOA wishes to
emphasize an overarching point: vehicle data access and privacy are inseparable in
the modern automotive landscape, and it is critical that vehicle data access and
control provisions are included in the development of a comprehensive federal
privacy framework.

2. Background and Need for Vehicle Data Access and Control Legislation

t AVOA's members include: American Car Rental Association (ACRA), American Property Casualty
Insurance Association of America (APCIA), Enterprise Mobility, Hertz, NAFA Fleet Management
Association, National Consumers League, Safelite, and the Truck Rental and Leasing Association
(TRALA).

www.americanvehicleownersalliance.org
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Historically, when you purchased a vehicle—whether individually or as part of a
fleet—you controlled the data it generated, such as mileage, fuel levels, tire
pressure, and vehicle location. However, with the rise of connected vehicles,
automakers have begun bypassing owners and claiming ownership of this data,
fundamentally undermining property rights for consumers and fleet purchasers

alike. This shift not only limits property rights, but also threatens to decrease privacy,
innovation, safety, and competition in the sector.

AVOA supports legislation that addresses these challenges, ensuring that owners
retain unrestricted access to raw vehicle data. For example, AVOA supported the
Auto Data Privacy and Autonomy Act (H.R.10473 and S.5579), introduced in the House
(and referred to the Energy and Commerce Committee) and Senate last Congress,
that not only would impose privacy restrictions on automakers' use of owners'
vehicle data, but also ensure that vehicle owners control who has access to their
vehicle information, and have unrestricted access to their vehicles' data.

3. Broad Benefits of Vehicle Owner Access and Control of Data

As further described below, empowering vehicle owners with full control over their
data offers broad benefits across privacy, cybersecurity, competition, consumer
protection, economic growth, mobility, property rights, and safety.

a. Privacy: It seems self-evident that owners should have the right to decide if
and how their data is shared. Access to vehicle data is fundamental to privacy,
putting control back in the hands of the owners rather than manufacturers.
Fleet owners have additional interests in regard to employees and customers
driving their vehicles. Without appropriate legislation, that fundamental right
of owners to control their data is not assured.

b. Cybersecurity: All owners are highly motivated to protect the data generated
by their vehicles. Fleet owners have additional interests in regard to
employees and customers driving their vehicles. With full access and control,
owners can implement advanced security measures, decide when and how
data is shared, and reduce the risk of data breaches or misuse. Indeed, in
recently published whitepapers, leading cybersecurity experts emphasize the
urgent need for unrestricted access to vehicle data by fleet owners to


https://www.congress.gov/bill/118th-congress/house-bill/10473/text?s=4&r=1&q=%7B%22search%22%3A%22Auto+Data+Privacy+and+Autonomy+Act%22%7D
https://www.congress.gov/bill/118th-congress/senate-bill/5579/text
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enhance security, innovation, and competition. 2 This research underscores
that the current gatekeeper model not only undermines security, but also
stifles competition and innovation. A policy shift is crucial to empower fleet

owners with full access to data, ensuring robust cybersecurity and fostering a
competitive market.

c. Property Rights: When you buy a vehicle, you own it—including the data it
generates. Recent efforts by manufacturers to assume control over vehicle
data challenge this principle. Legislation is heeded to protect these rights and
ensure owners retain full control over their vehicles and related data.

d. Safety & Maintenance: Access to raw vehicle data is critical for fleet owners
to improve safety, perform timely maintenance, and manage operations more
effectively. Ensuring unrestricted data access reduces breakdowns, improves
emergency response, and enhances driver and passenger safety.

e. Consumer Protection: Drivers often store personal information in vehicles—
such as contact lists, call logs, or garage codes. Data access and control
enable owners to identify and remove this information, safeguarding user
privacy and ensuring that personal data does not linger in vehicles.

f. Competition: Access to vehicle data fuels innovation, driving the
development of new mobility solutions. Restricting data access gives
automakers exclusive control over this critical resource, limiting competition,
reducing consumer choice, and driving up costs.

g. Customer Experience: Data from fleet vehicles allows fleet owners to create
tailored, high-quality customer experiences. By making data-driven decisions,
fleet owners can optimize vehicle availability, minimize wait times, and offer
personalized experiences like real time pickup and delivery, accelerated
roadside assistance, and personalized preferences based upon user needs.
Data also supports proactive maintenance, ensuring well-maintained vehicles
and a better overall experience.

h. Economic Growth: Data access supports a more dynamic economy by
allowing a wider range of companies to develop innovative solutions to meet
transportation needs. Legislation that ensures vehicle owners can access the

2 See, e.g,, David A. Hoffman, The Protected Connected Car (American Car Rental Association, June
2024), and James X. Dempsey and Andrew J. Grotto, Cybersecurity and the Connected Car (American
Car Rental Association, June 2024).


https://americanvehicleownersalliance.org/wp-content/uploads/2024/11/Hoffman-Protected-Connected-Car-June-2024_FINAL.pdf
https://americanvehicleownersalliance.org/wp-content/uploads/2024/11/Dempsey-Grotto-Cybersecurity-and-the-Connected-Car-June-24_FINAL.pdf
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data generated by their vehicles supports new products, services, and
markets, driving American competitiveness and economic growth.

i. Mobility: Full data access sparks new ideas that enhance mobility solutions
for all Americans. Legislation that allows owners access to vehicle data is
essential for developing intelligent transportation systems, reducing traffic
congestion, and improving quality of life.

********

In conclusion, we thank the Working Group for this opportunity to provide our views
on comprehensive data privacy legislation and the need to address vehicle data
privacy and access. We look forward to working with you.

Please contact Richard Ward, AVOA Executive Director, at riward@venable.com if
you have questions on the information provided or would like to schedule additional
conversations.
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